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AHHOTaMs: B cmambe paccMompeHa BG03MOMCHOCMb UCNO/Ib308AHUSL Ydce Cyuecmeyrnujux Hd 06seKkmax
2opodckoll 3acmpolKu AUHUI €8513U HA 0CHO8E MAKUX MexHo/102Uull nepedavu UHPOpMaAYUU, KAK «80J0KHO 8 0uc»
U «80JI0KHO 00 paboye2o Mecma» NPUMeHUMeJ1bHO K 3adauam gpusuveckoll 3auyumsl 06s5eKmos. H3yveHvl acnekmbl
UCno/b308aHUST pacnpedeseHHbIX aKycmuyeckux damyukoge Hd OCHoge (Ha3zoyyscmeumesnbH020 ONMmMu4eckozo
pedsiekmomempa 0151 A0KAAU3AYUU UCMOYHUKOB AKYCMU4eckozo 8030elicmaus 8 pexcume peaabH020 8peMeHU,
mo ecmb 049 onhpedeseHUs] MeCcmonoJ/odceHus Hapywumeas HA OXpaHsieMoM ob6sekme. OyeHusaiach
yygecmaume/lbHOCMb ONMUYECKUX MPAKMo8 K aKycmuyvyeckum e03delicmeusiM, CO0meemcmeyiuuM peyesviM
cuzHa/aM npedno.iazaemozo Hapywumens. Paccmompen onmuveckuili mpakm Ha 0CHO8e 0NMUYECKO20 80/10KHA 8
onmuyeckom Mmodysae ¢ 2udpodobHblM HanosHeHueM. I[IposedeH aHa/U3 cnekKmMpa/abHOU YyscmeumenbHocmu
uccaedyemoix 06pa3y08 onmu4eckKux 8010koH. [IpedcmassieHa oyeHka 8AuUsIHUSL YC/A08Ull NPOXOHCOEHUS] MpaAcchbl
npok/Aadku onmuyeckozo Kabeas u 83aumodelicmeusi aKycmuyecko2o 0amyukad ¢ OKpyicarnwumu npedmemamu.
IIpusedeH aHau3 pe3y1bmamos, Noy4eHHbIX 8 X00e Mecmo8bix Meponpusimull Ha UCNbIMAmeabHOM NOAU20HeE.
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3/10yMblUWAEHHUK, AKYCMO-0nmuKda.

HcTtouyHuk ¢uHaHCMpoBaHMA: Pa6oTa BbINOJHEHA B paMKax I'paHTa aclHUpaHTaM, COUCKATeIsIM U MOJIOJbIM
y4eHbIM Ha IPOBeJleHHe HCCleJ0BaHUM, HallpaBJeHHbIX Ha obecredeHre HHPOPMALlMOHHOHM 6€30MacHOCTH JJIs
3aj1a4 udppoBor IKOHOMHUKH, foroBop N2 40469-36/2021-/.

Ccbuika Anasa nutupoBaHusa: Kaprak B.M. Tly6apea 0.10., [lamkoB M.B., T'ypee B.0. EBTymenko A.C.
HccnenoBaHue 4YyBCTBUTENbHOCTH ONTUYECKHX BOJIOKOH B KOHTEKCTE JIOKAJIM3alM{ 3JI0YMbIILJIEHHUKA B
3amuieHHoM nomeineHuu // Tpyzabl yue6HbIX 3aBefeHui cBasu. 2023. T.9. Ne 1. C. 52-58. DOI:10.31854/

1813-324X-2023-9-1-52-58

Introduction

The development of the digital economy, which is
based on the development of information networks,
served as an impetus for the creation of a system of
optical fibers spaced apart in space, laid at almost eve-
ry modern facility. These systems provide new oppor-
tunities in terms of information security. In particular,
it becomes possible not only to pick up audio infor-
mation but also to determine the location of the sound
source with given accuracy and subsequent identifica-
tion of the sound source. For example, an attacker,
observing a 3D model of a system of spaced-out ob-
jects, can determine which employees work in which
rooms, track their daily routine, etc. From the object
security point of view, video surveillance systems can
be supplemented with audio monitoring systems and
create complete 3D models of space, which is why it is
advisable to develop models of distributed fiber-optic
acoustic sensors spaced in 3D space. Until recently,
wireless sensor networks (WSNs) were the most
widely used to solve problems of determining the ex-
act location [1-7]. However, WSNs do not have suffi-
cient accuracy in determining the location of the sen-
sor itself, which in turn affects the error in localizing
the sound source [6, 7].

To solve the problem of determining with a given

accuracy the location of an intruder at a protected fa-
cility, it was proposed to use the fiber-optic communi-

cation lines available at the facility with distributed
acoustic sensors (DAS) installed on them [8-12]. One
of the implementation methods was proposed by
Gubareva 0.Yu. and Burdin V.A. in patent RU2702983
[13]. Time Difference of Arrival (TDOA) systems built
on the basis of DAS have a span in the distance be-
tween sensors of less than 1 m and a sensitivity of up
to 90 dB [14-16]. It is worth considering that in addi-
tion to the desired source of acoustic impact, many
other factors affect the sensor. For example, sources of
extraneous noise, fluctuations of the medium in which
the optical fiber is located, micro- and macro-bends, as
well as compression and stretching of the optical fiber
itself [17]. Today, almost all buildings have a network
of fiber optic communication lines. Free optical fibers
can be successfully used as a DAS to determine the
location of a sound source, including an intruder.
Based on the data obtained, it is proposed to build a
digital 3D map of the object with an overlay on the
video surveillance system to form adequate threat
models. In addition, we can include the means of iden-
tifying and classifying information security threats
existing at the facility for objects of various types and
classes, as well as supplement user identification
technology on the object.

After choosing the Algorithm of Simple Triangula-
tion as the main method [18], the possibility of using
communication lines already existing at urban devel-
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opment sites in relation to physical protection tasks
was considered. For this, an experimental test site was
prepared on the territory of the university.

Intruder Localization at a Protected Facility

The simple triangulation algorithm investigates the
acoustic impact on a set of sensor points [19]. Sepa-
rate elementary sections x;.x;,, etc. are determined.
The section length is equal to the DAS gauge length. An
optical fiber is represented as a set of such elementary
sections. Fig. 1 shows the impact on the elementary
sections of the optical fiber by the sound source. Here
ro is the shortest distance from the sound source to the
fiber. It is assumed that the sound wave is incident
perpendicularly.

Fig. 1 shows, that a; is the acoustic beam incidence
angle on the i-th elementary section of the optical fi-
ber. Then its value can be defined as:

bir1 — s

P— —_— 1
a; arccos( Ax ), (D

here ¢ is the phase obtained by analyzing the fiber
backscattering characteristics, k is the wavenumber,
Ax is the gauge length.

Knowing how the wave number and the speed of
sound in air are calculated, we determine the shortest
distance to the sound source:
X80 — Xiyq 18G4y @)

tgo; — tgo 41
Toi = Xoi - tgQy. (3)

For 3D space, the shortest distance from the optical
fiber to the sound source will be determined by the

formula:
To = ’z§+y§+x§, (4)

where zo, yo, xo and x; is the shortest distances to the
sound source in Z, Y and X planes, accordingly.

One of the options for the location of the optical ca-
ble in the room to localize the sound source is shown
in Fig. 2.
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Fig. 1. Estimation of the Distance from the Optical Fiber to the
Source of Acoustic Impact
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Fig. 2. Determining the Coordinates of the Sound Source

For each of the three axes of the optical fiber, we de-
termine the corresponding values xo1, Xo2, X03. Then the
sound source will be located on the plane as the inter-
section of three circles, the radii of which are equal to
ro1, roz,and ros, accordingly. Next, we decompose the
sound source into spectral characteristics and set the
necessary conditions Ap = ¢, — ; < 2w, kAx < 2.
All calculations are carried out only at low frequencies,
cutting off parasitic noise and interference.

For typical DAS, the gauge length is in the range of
1.0-10 m [20, 21]. The response of the i-th segment of
the DAS will be written as [22, 23]:

Xi1

si(t) = f e - £(x, dx, )

where €(x, t) is the optical fiber deformation equal to
the ratio of fiber axial deformation Al to fiber length [;
n(x) is the response factor. It depends on the cable
laying conditions, cable design, the position of the op-
tical fiber in the cable, etc.

In general, the coefficient n(x) varies along the fiber
optic cable. However, in the first approximation, with-
in the construction length of the optical cable, it can be
assumed to be constant.

Consider the case of a plane wave. If we confine
ourselves to the analysis for the far zone (assuming
that the conditions for such an assumption are satis-
fied), then the acoustic field of a point source acting on
the optical fiber of the cable is described as [23]:

P(t,x) = %exp[j(wt —kr)], )

r=Ez-2)%+ @ -y + (x —x0)?,

where Xg» Yor Zo are the coordinates of the source of
acoustic signals, x, y, z are the coordinates of some
point of the optical fiber, w is the circular frequency,
tis time, kis the wavenumber, Po is the amplitude of
the acoustic signal at the output of the source.

Taking into account (5)—-(6), the signal recorded by
DAS from an optical fiber on an elementary section of
the cable is described as:

Pc(t,xi) = PO X
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It should be taken into account that for the effective
application of such algorithms, information is needed
on the sensitivity of optical fibers in an optical cable to
external vibro-acoustic influences, as well as the spec-
tral dependences of their responses.

Experimental Studies

A room close to real operating conditions was
equipped for testing. The dimensions of the room
were 5x5x2 m. There were areas with furniture along
the optical fiber and areas without it. That way we can
assess the influence of parasitic objects on the propa-
gation of sound within the room and on the accuracy
of determining the coordinates of the sound source.
The acoustic effect was in the frequency sweep mode
in the range from 100 to 1900 Hz for 180 seconds.
Measurements were made with a polling frequency of
5 kHz and a measuring base of 5 meters. The obtained
characteristics were processed using the Fourier win-
dow transform. The spectral characteristics and their
dependence on the level of the influencing signal were
analyzed. One optical cable was used, located in a con-
figuration (Fig. 3), where it was possible to character-
ize the distribution of the amplitude of the sound sig-
nal acting on the optical cable in three planes with a
shifted center of coordinates, and also to compare the
response to the acoustic signal source of two parallel
sections of the fiber.

As we can see in Fig. 3, the optical paths, parallel
with X and Y axes have a common center of coordi-
nates, while the optical path, parallel with Z axis is off-
set by 3 meters. One end of the optical fiber is con-
nected to the DAS, the other end of the optical fiber is
located in a buffer coil, fixed in space and isolated from
various sound influences. Since the principle of DAS
operation is based on comparing the characteristics of
backscattering between fiber sensors at a distance
equal to the gauge length, the isolated part of the fiber
did not introduce additional errors when analyzing the
behavior of the amplitude and phase of the acoustic
signal. Fig. 4 shows the spectral characteristics of the
acoustic signal obtained with DAS.

Fig. 3. Testing Site Structure. The Nearest Wall is Hidden
for Better Visibility
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Fig. 4. Spectral Characteristics of the Acoustic Signal

As shown in Fig. 4, the maxima appear in the re-
gions of 240, 650 and 1600 Hz. These ranges are typi-
cal for human speech and the sounds of object move-
ment. The graph shown is the result of repeated test-
ing under constant conditions. The constancy of the
behavior of the maxima of the spectral components
makes it possible to use them for statistical analysis.

Since in a real scenario the sound source (intruder)
is not static in space, measurements were taken while
moving the sound source. Fig. 5 shows the spectral
characteristics of the acoustic signal. There is a homo-
geneity of the spectral characteristics obtained using
DAS, which indicates the possibility of real-time acous-
to-optical analysis.

500 - No movement 4
450 Movement ]

Amplitude, a.u.

0 500 1000 1500 2000
Frequency, Hz

Fig. 5. Spectral Characteristics of the Acoustic Signal
of a Source Moving in Space

It is also worth considering that measurements in
real conditions can be carried out not from the point of
the shortest distance from the fiber to the sound
source, but from an array of fiber sensors in a particu-
lar room. Fig. 6 shows the results of the spectral analy-
sis of the acoustic signal received from different points
of the optical fiber on the test site. The characteristics
of the amplitude distribution in three sections of the
fiber were taken simultaneously, taking into account
their mutual influence on each other.

Amplitude, a.u.

0 500 1000 1500 2000
Frequency, Hz

Fig. 6. Spectral Characteristics of the Acoustic Signal Obtained
from Different Points of the DAS
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The picture of the maxima is generally preserved,
despite the presence of natural obstacles, the differ-
ence in distances from the sensor to the sound source,
and the peculiarities of the location of the sensor itself.

In the course of the work, localization of the sound
source was performed with the methods based on the
amplitude and phase characteristics analysis of the
acoustic signal spectral components. Fig. 7 shows the
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Fig. 7. Spectral Component Amplitude at a Frequency of 150 Hz,
Time Variations with a Step of 1 Second

The amplitude indicators of the spectral character-
istics make it possible to judge the coordinate of the
sound source on the axis of the optical fiber. The re-
sults obtained make it possible to use the simple tri-
angulation algorithm for localizing a sound source in
three-dimensional space in real time using DAS on the
basis of communication lines already existing in urban
areas, based on such information transmission tech-
nologies as "fiber-to-the-office” and "fiber-to-the-
workplace".

Of great interest for further research are configura-
tions with higher acoustic frequencies. Although low-
frequency signal has a greater effect on DAS, it has a
tangible effect on all surrounding objects leading to an
increased proportion of parasitic influences on sensor.
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Conclusion

During the experimental verification, the possibility
of using DAS in the context of determining the location
of the source of acoustic vibrations of different fre-
quencies in space was established. The possibility of
localizing the source of acoustic vibrations during its
movement was proved. The possibility of source local-
ization from different points of a DAS was shown. In
addition, DAS can be used as an acoustic microphone.
This will allow projecting onto the 3D map of the room
not only the location of the source but also its sound-
track. Additional tests will introduce the classification
and identification of sound sources. This will expand
the understanding of the actions of a potential attacker
in a protected area.
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