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Abstract. The Internet shutdown in West Papua and Papua, in 2019 as an example of the
Ministry of Communications and Informatics of the Republic of Indonesia failure to balance
national security and digital freedoms. The Internet shutdown was suppress and control the
flow of information has been criticized as an authoritarian strategy that undermines human
rights and digital freedoms, further deepening mistrust between the state and citizens. The
Ministry needs to refrain from abusing their powers and ensure that cybersecurity regulations
do not violate civil liberties, as excessive restrictions weaken democratic values. Emphasized
the Ministry’s failure to comply with cybersecurity standards, which has led to human rights
violations and manipulation of perceptions of national security, ultimately damaging
Indonesia’s reputation. Finally, the article highlights the value of long-term relationships in
transitional justice, justifying the need for a human-centered approach to institutional
transformation within the framework of national cybersecurity initiatives. This article
highlights the importance of transparency, accountability, and the protection in preventing
future abuses. This article calls for a reevaluation of cybersecurity practices for digital
freedoms, emphasizing the necessity of transparent and inclusive policies that reflect
democratic principles.
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O6ecneuyeHue kubep6Ge30nacHOCTU N NpaBoOCYAUS
nepexoaHoro nepuoaa nocrse oTkJIlo4YeHUsa MUHTepHeTa
B 3anagHom NManya — Hoeow NBuHee B 2019 roay
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Annoranug. OTKII04eHre nHTepHeTa B 3anagHoM Ilamya u HoBoii IBuHee paccMmaTpuBa-
eTcsl KaK MpUMep HeCITOCOOHOCT MUHUCTEPCTBA CBI3U M MH(popMaTu3auuu Pecrybiuku
NHaoHe3ust cObalaHCUPOBaTh HAIIMOHAJIBHYIO 0€30MacHOCTh U U GpoBbie cBOOOABI. OT-
KJII0OYeHUE MHTEPHETA MTOABEPIJIOCh KPUTUKE KAK aBTOpUTApHAasi CTpaTerusi, KoTopasi moi-
pbIBaeT MpaBa yejoBeka u U@ poBbie CBOOObI, CO3/1aBast U yriyoJisis HeJOBEpUe MEXIY
rocyIapCTBOM U IpaxnaHamu. [ocymapcTBy (B JaHHOM cllydae MUHUCTEPCTBY) HEOOXOIM -
MO BO3JEPXKaThCsl OT 3J0YIMOTPEOJCHNSI CBOUMU MOJHOMOYMSMU U TapaHTUPOBATh, YTO
npaBujia KMOepOE30MacHOCTU He HapyllIaT IpakIaHCKUE CBOOOIbI, ITOCKOIbKY Upe3Mep-
HbIE OrPaHUYEHUS OCJIA0JISTIOT JeMOKpaTUUecKne eHHOoCTU. [ToKasbIBaeTcst Hecoboe-
HUe rocyaapcTBOM (MUHUCTEPCTBOM) CTaHAApPTOB KMOEpOE30MacHOCTU, UTO MPUBEIO K
HapylLIEHUSM MpaB YeJ0oBeKa U MaHUIYJIMPOBAHUIO BOCTIPUSITUEM HAIlMOHAIbHOM 06e30-
MacHOCTH, a B KOHEUHOM UTOTe HaHeco yiiepo penyraiuu MHaoHe3un. [TomuepkuBaeT-
Csl LIEHHOCTh JOJITOCPOYHBIX OTHOIIEHUI B MEPEXOJHOM IPaBOCYAUM, 0OOCHOBBIBACTCS
HEoOXOAMMOCTb MOJX0/1a, OPUEHTUPOBAHHOTO Ha YeJI0BeKa, MHCTUTYLIMOHATbHOM TpaHC-
dopmanM B paMKax HallMOHaJbHBIX MHULIMATUB TI0 KMOepOE30ImacHOCTU, Ba’KHOCTH
MPO3PAYHOCTH, IMMOJOTUETHOCTU U 3alIUTHI B NIPEAOTBPALICHUN OYIyIIUX 3710yIOoTpedie-
HUiA. ABTOPBI TTPU3BIBAIOT K TEPEOLIEHKE MPaKTUK KMOepOe30MmacHOCTH TSI MMPOBBIX
cB0O0O1, YKa3bIBasi HA HEOOXOAUMOCTD MPO3PAUYHON Y MHKIIO3MBHOM MOJUTUKHU, OTpaxka-
folIeii TeMOKpaTUIeCK1e TPUHILIUIIHL.

Kmouessie cioBa: CMU, nipaBa yenoBeka, LiudpoBas cBodoga, MHIoHEe31sT, KOMMYHMKa-
LM, CTAaHIAPThI KNOEepOEe30MacHOCTU, MeANabe30MaCHOCTh

3asBiieHne 0 KOH()JIMKTe HHTEPECOB. ABTOPHI 3asIBJISIIOT 00 OTCYTCTBUMU KOHMJINKTA UHTE-
pecos.
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Introduction

In the current situation, Indonesia still lacks knowledge about integrating
closely between cybersecurity and transitional justice to eliminate conflict
spreads. Thus, security system reform aims to change state institutions serve the
public, and act with integrity. The importance of sustainable footpaths as stable
turmoil reconciliation in society. Then proposition innovation is well prepared
for the future. Cybersecurity should as a lesson for ensuring human rights pro-
tection. Security and defense affairs have been crucial national problems, and
are part of the disturbance source of human rights welfare. These sectors impact
national welfare, especially the national security and human security dimension.

First, the relationship with national security is serving as a service in govern-
ment and people towards information-communication technology infrastruc-
tures (ICT) to be used or operationalized. Moreover, the existence of services
would be in a policy and enactment as a law supremacy for handling digital pub-
lic order. Second, the relationship with human security is usually connected with
civil liberties needs, which means aiming to prevent and reduce digital harmful-
ness. In those approaches, cybersecurity could be a concern with micro prospe-
rity, especially toward citizens having rights to embody access freedom, and em-
powerment from digital threats. Carries out from two dimensions, security and
defense affairs are closely within the cybersecurity system. Those pivotal sectors
impact the region and people’s life sustainability development.

Cybersecurity would be a pivotal human-centric—and also prevent state-cen-
tric risk effects inside of overlapped policy and power used. According to the
duo-edge sword preposition, brings dysfunctional problems to cybersecurity. In
principally, the duo-edge sword preposition should be delicately integrated and
consensus to other potential aspects, especially human-centric. As a democratic
country, openness, fairness, and greater protection are benchmarks of a govern-
ment system to achieve effective people’s political will. The declaration of the
United Nations Human Rights Council about cybersecurity in July 2012 com-
mitted to the availability of the same protection rights for people in offline and
online environments (Liaropoulos, 2015, p. 19). Thus, cybersecurity is more
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drive broadly handled by private, national, or global domains in the ability to
responsibly, integrity, and humanity on ICT’s infrastructure prosperity.

On the other hand, cybersecurity is used as an allegation of human rights
abuses within malpractice. Internet shutdowns are a tool for generating an
information void that authoritarian regimes can take advantage of by aggressively
terminating (Thumfart, 2024, p. 3). The aftermath in West Papua and Papua in
2019 was evidence of the government’s failure in cybersecurity operations. The
government’s disease today is a lack of awareness of to rebuilding of cybersecurity
aspects. The source of conflict was misperception about disrespect and
complicated because of persecution, terror, and discrimination against Papua
students. Afterward, the escalating information about the incident was tightened.
In response to the information tension, the Ministry of Communications and
Informatics of the Republic of Indonesia terminated the Internet to prevent the
spread of misinformation. The Ministry of Communications and Informatics of
the Republic of Indonesia did not briefly present cybersecurity and transitional
justice as national security strategies as a non-military aspect. This article
proposes prominent principles and approaches in formulating structures
managing to force modernization of national security in systemic policies
prosperity.

Analysis Framework

The types of constitute analysis in this article are provided to describe the
reflective malpractice in cybersecurity force in West Papua and Papua toward
other countries. It also describes the gridlock of power abuse and surveillance,
and it details overlapping institutional authority and accountability interests. In
results and discussion, the section examines the enduring transnational justice
connectivity post-conflict within institutional reform figures. In conclusion, this
article has the recommendation to examine chapter highlights and persuasive
scholars that could drive more cybersecurity as digital products should support
and adhere engagement to national humanity’s welfare development.

This article’s aim has resulted in securitization incompetent framework for
terminating the imperishable conflict. If this incompetent matter is never solved
with swift steps, both civilian and military troops will always be victims targeted
by government ego and ambition. The proliferation and termination of the
counterinsurgency through an autonomous enactment only temporarily solved
the problems. It is because of the aim of terminating only to cease spreading the
escalating of the separatism movement. Those autonomous enactments could be
giving frustrated separatism isbroadly sporadic. This national security catastrophe
should concern the securitization process as defense forces are competent,
mostly reducing lingering weaponized tension and rapidly violence-abuses
victims.
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Materials and Methods

This article is based on research that uses a Systematic Literature Review
(SLR) methodology, which is to discover empirical findings of pre-specified
inclusion criteria and future studies to answer particular research questions
(Snyder, 2019, p. 334—335). It aims to assemble, compare, and examine the
documents and scientific articles. Those two steps belong to the empirical
findings to be found and accordingly in The security sector, and Institutional and
democracy. Accordingly, this article’s methodology aims findings renewable
empirical research (table) highlights an inventory in conducting, and mainly
provides four systematic literature reviews.

Table
Inventory of systematic literature review approach by author (2024)

Divisions Authors Discipline Type of Key Contribution
Literature
Review
Legal Studies Putusan PTUN Beschikking Review papers | 1. Defines a lawsuit.
JAKARTA Nomor | (Written and systematic | 2. Provides guidelines for law
230/G/TF/2019/ |Determination) |review review
PTUN.JKT
Cybersecurity Ryng et al. (2023) | National and Systematic 1. Provides an overview of
and Defense international review cybersecurity studies with
defense cross-country comparisons.
2. Discusses common
cybersecurity risk problems
Interdisciplinary Antony Lee (2020) | Social sciences | Systematic 1. Provides numerical evidence
Social Studies and humanities | review and of problem research.

meta-analysis

2. Examines challenges
associated with the triumvirate
research approach

Transitional Justice
and Policy

Aulund, & Levorsen
(2012)

Social sciences
and humanities

Systematic
review

1. Defines transitional justice.
2. Offers recommendations
within MoU agreements and
the TRC approach

lllustrated and developed by the researcher (2024)

Thisarticle uses a systemic literature review as the primary method. Gathering
secondary data from government publications, such as legal-formal sources,
policy papers, and official statements. Moreover, within gathering the data
addendum, this article contributes to mitigating of malpractice of cybersecurity
and could give a policy ambiguity towards human rights sovereignty. It could be
emphasized to resolve counterinsurgency proliferation in the Papua conflict.
Admittedly, security fundamentals must be representative of human-centric.
This article proposes to save the integrity of cybersecurity by protecting national
security. With a greater focus on merits analysis on legitimacy freedom and
eliminating abusive power.
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Results and Discussion
Identification of Reflective Malpractice in Cybersecurity

The concept of cybersecurity needs to be specifically centered on non-
military dimensions. This article approaches cybersecurity through a historical
lens, examining its definitions within the framework of national security.
It positions cybersecurity as a component of sovereign and defense protection.
It is argued that the definition of cybersecurity should be prioritized as a national
security defense.

Cybersecurity is more complicated with differences in legal, facets, and
legislative analyses. Complications are more ruined by only focusing on defining
and solving cybersecurity issues within cyber threat actors, such as terrorists,
criminals, hackers, and nation-states. It should reflect different varieties of cyber
threats, such as critical infrastructure that could lead to life, economic damage,
and intellectual property, which could as a nation’s long-term competitiveness
(Lowrie, 2015, p. 203—204).

Some significant research findings are that Indonesia used Law Number 11
of 2008 on Electronic Information and Transactions on the Internet Shutdown
through The Ministry of Communication and Informatics and Presidential
Office Staff. The government claimed that demonstrations and riot waves made
emergency varieties of misinformation news spread, national security instability,
and economic backlash in many districts and cities of West Papua and Papua
(Hadi et al., 2021). The effects of that strategy will trigger explosive riots political
mobilization, and economic disturbance. As a result, the Internet on ICT
infrastructures could spread frustrated the disrupted society that had potentially
built duo-edge swords within government over power control justified as an
autonomous weapon, which is under-addressed in handling national security
problems.

Identification of the Gridlock Between Abuse of Power
and Surveillance

The Internet shutdown did not do democracy enforcement, including
disadvantage protection in technological communication and significant growth.
It is an especially filter-bubble narrative inside digital censorship laws toward
filtering fake information to the next level but found in physical apparatus —
abuse of power — violations in blackouts infrastructure (De Gregorio, & Stremlau,
2020; Shah, 2021). Many perceptions are still overwhelmed by an exponential
scale of fake information distributions, “shared by uncritical publics” (Ireton,
& Posetti, 2018, p. 15). The West Papua and Papua Internet Shutdown in 2019 has
already started immobilizing national insecurity with cybersecurity malpractice,
which terminated ICT infrastructure. On the other hand, the Internet shutdown
precisely escalated people’s overwhelming feelings of anger and distrust toward
the government. Ministry of Communications and Informatics of the Republic
of Indonesia, as a government representative responsible for terminating the ICT
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infrastructure, was fatally handling policy and service. Tragically in this problem,
malpractice was more complicated in the cybersecurity aspect too, in favor of
recovery and growth of peacekeeping operations and also potential continuing
national security and human security destruction.

First, the Ministry of Communications and Informatics of the Republic of
Indonesia used cybersecurity as an autonomous weapon in chaotic situations
during the Internet shutdown. Cybersecurity has been sabotaged and manipulated
to cover political chaos and immobilization under national security matters. The
government system through the Ministry of Communications and Informatics of
the Republic of Indonesia wanted to prevent and mobilize disturbances instantly
coming after the effects of civilians protesting waves. It could essentially lose
accountability through sabotage and manipulated methods. Those methods can
repress digital community and communicative interactions — ICT infrastructure,
also it has illiberal interferences to covered protection under autonomous
weapons to slash freedom of expression and privacy on the technologies side
(Glasius, & Michaelsen, 2018; Wagner, 2018). These kinds of sabotage and
manipulated effects not only spread chaos and mobilization of those disturbance
national security matters by the Ministry of Communications and Informatics of
the Republic of Indonesia but also limited the development of democracy access
and processes as usual in authoritarian regimes.

Second, the government through the Ministry of Communications and
Informatics of the Republic of Indonesia — or other ministries — was only
focused, ambitious, and concerned without acknowledging diagnosis and solving
within brilliant national security policy toward the counterinsurgency’s
reconciliation as transformational handled roots affairs. Conversely, the Ministry
of Communications and Informatics of the Republic of Indonesia chose another
option, the Internet shutdown, which brought a setback in government
institutions to reduce democracy enforcement through restrained accessing
Internet connectivity under authoritative and authorized peacekeeping ICT
infrastructure distribution development.

Ministry of Communications and Informatics of the Republic of Indonesia
did Internet shutdowns won’t stop the flow of misinformation news or block
resources, but only delay the control of information traffic based on deliberate
government instructions. Eventually, it will widespread destruction to other
national security sectors, and threats to intellectual property, which could affect
our nation’s long-term competitiveness. However, the malpractice of Internet
shutdown as a new weapon model is creating digital mass killings within
terminated ICT infrastructure under singular control. The Internet shutdown is
usually adopted in authoritarian regimes to control and limit civilian security
using ICT infrastructure — as a digital freedom — to demands of government
cooptation which causes national human insecurity. Especially in this problem,
the Ministry of Communications and Informatics of the Republic of Indonesia
responsibility used a very uncommon standard — Internet shutdown — in the
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democratic government system, but this happened as a common to repulse
misinformation news.

Identification of Enduring Connectivity in Transitional Justice

Internet Shutdown affairs as a sense of cybersecurity emergency issues could
be a weapon regime to curb a threat, meanwhile protecting cover contrary debate
and democracy procedures (Ryng et al.,, 2022). The dual-use dilemma,
cybersecurity as a weapon provides effectors to components — ICTs and society —
for doing the killing, destruction, the delivery vehicles — drone warfare — the
launcher to the destination or into range (Riebe, & Reuter, 2019). This
overlapping nagging felt confusing in describing the purposes of impact,
advantages, and hidden harm in a wide range. It means the items, knowledge,
and technology have various beneficial, also harmful applications (Riebe,
& Reuter, 2019). Regarding those cybersecurity ambiguity problems is a dual-
use dilemma within the Internet Shutdowns affair as an autonomous weapon in
West Papua and Papua.

The court’s decision, documented in the Decision of Administrative Court
Jakarta Number 230/G/TF/2019/PTUN.JKT that the access was cut off in
4 cities/regencies in Papua province (Jayapura City, Jayapura District, Mimika
District, and Jayawijaya District) and 2 cities/regencies in West Papua province
(Manokwari City and Sorong City), and as well, the access was cut on September
4, 2019, at 23.00 WIT until September 9, 2019, at 18.00/20.00 WIT. Instead, the
government ended up as suspected of violating the 1959 State Emergency Law in
The Jakarta Administrative Courts. That response to the national instability,
which used Internet Shutdowns is an autonomous weapon to push back a
misinformation news spread. It recalls many provoked debates in West Papua
and Papua. It still curbs many questions, using a national cybersecurity
infrastructure to solve counterinsurgency in West Papua and Papua to over
misinformation news tension.

The aim of our government use a cybersecurity strategy to solve those
problems, used Internet Shutdown within terminated ICT infrastructure was an
instant core to not direct physical attack and damage towards West Papua and
Papua. If those dual-use dilemmas in cybersecurity never get attention, it will
continue to fear more decreased democracy — liberty and security — regimes.
The transitional Justice pattern refers to how reforming, building, and developing
efficiency and fairness in public institutions into institutional reform in post-
conflict and transitional government to prevent future human rights violations
and abuses (Aulund, 2012, p. 25—26). As it is very name suggests, the Transitional
Justice pattern could solve the aftermath Internet Shutdown in West and Papua,
and provide future national cybersecurity as national security prosperity.

The availability of strengthening the relationship between institutional and
infrastructure to tighten up responsible research and innovation as national
security anatomy development, especially cybersecurity aim. Cybersecurity and
the Ministry of Communications and Informatics of the Republic of Indonesia
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as other national cyber institutions can be reformed to define cybersecurity
functions to prevent overlapping awareness. In essence to reckon post-conflict,
restore justice, and reconciliation to stable national security in the future.
Especially transitional justice existence now and future should be balanced
between political and technical structures for finding and evaluating each other
in the truth-seeking process. It should be a focus and help to mobilize public
deliberation in the governance system to fulfill the needs and capacity building to
endure cybersecurity to respect human rights policy esteem.

Institutional reform must be an agenda of attention after West Papua and
Papua in 2019. It namely part of the institutional reform of institutions that have
so far committed abuse to transform towards integrity, accountability, and trust
towards full rights to give birth to and empower a sovereign society security
(Davis, 2012). Therefore, the government system must be learned from West
Papua and Papua as counterinsurgency regions. It means doing a bearing within
promotes the empowerment of a human-centric approach, an essential
commitment to preventing more people or states as a victim or perpetrators from
mislead of overlapping interests.

Cybersecurity and human security occupies center priority rights, which
means civilians must protected in trust and security during accessing devices and
networks towards less differentiation of national security and security of the
global Internet' (Pavlova, 2020). The importance of an integral component to
implement it, must both government and regional partners — the private sector —
must have adequate involvement in the mission in the long-term strategies,
including a rapid response, so as not to fall too deep into malpractice and national
security dysfunction. For instance, needs to urge specific narratives within the
formation of a special internal team under the special supervision of the
ombudsman, the National Human Rights Commission, and the private
cybersecurity-telecommunication companies sector.

So, the overlapping caused by government power control and centralized
Internet structure never happened again. Governments and associated institutions
may successfully prevent overlapping protection and control power in institutions.
Furthermore, could be properly used cybersecurity by following ethical and
human rights guidelines to combat misinformation without an Internet
Shutdown. Lastly, infringing on people’s digital rights by adopting a more
inclusive institutional approach grounded on humanity.

Therefore, the transitional justice process through institutional reform requires
an effective conflict communication process in negotiations to run optimally. This
is done using both parties to the conflict agreeing to carry out a peaceful resolution
ofthe dispute. Determining that holding open negotiations between representatives
that take place behind closed doors is more optimal than open negotiations that

! Association for Progressive Communications (2020). APC policy explainer: A human rights-
based approach to cybersecurity. https://www.apc.org/en/pubs/apc-policy-explainer-human-
rights-based-approach-cybersecurity

194 JOURNALISM. MEDIA POLICY


https://www.apc.org/en/pubs/apc-policy-explainer-human-rights-based-approach-cybersecurity
https://www.apc.org/en/pubs/apc-policy-explainer-human-rights-based-approach-cybersecurity

IIpamewmu A. u dp. Bectnuk PYJIH. Cepust: JIuteparypoBenenue. Kyprnanucruka. 2025. T. 30. Ne 1. C. 186—198

involve intervention from external parties outside the country and other pressure
groups. Although conflict communication is a mechanism that can lead to succe-
ssful conflict resolution between parties in conflict.

For this reason, it must be responded to positively because it is part of what
is capable of initiating future-oriented movements to guide other parties towards
the desired targets (Zartman, 2008), one of which isincreasing trust in government
again. However, for audiences to accept their narratives, the actors must hold
authority or be seen as trustworthy to implement securitization involving both
government officials and civil society actor’s power engagement (Lee, 2020). So,
parties in conflict must also play a responsive, responsible, and practical role so
that the resolution in managing conflict communication management strategies
can analyze the resolution process well in achieving the desired results and
mutually agreed decisions. Remember, in a democratic society, anyone can act
as a securitizing agent.

The implementation of the Internet shutdown in West Papua and Papua
regions is a failure manifestation by the government after facing duo-edge swords
between to protect from information news streams and order demonstrations
waves. Even though, duo-edge swords as a dilemma turmoil, the Internet
shutdown into an autonomous weapon to reduce and prevent more new
demonstration waves. Meanwhile, it also seems to intentionally attack ICT
infrastructure, likely through digital violations in the destruction of ICT
infrastructure within the limit accessing the Internet, slowing down the signal of
Internet distributions, and using Indonesia Law Number 11 0f 2008 on Electronic
Information and Transactions as abusive power occasion. In this article, the
author examines three chapters to encourage readers to explore and emphasize
West Papua and Papua in 2019 as crucial affairs to restore advancing human
rights and digital freedom comprehension to protect national security.

First, the malpractice of cybersecurity in Papua Internet shutdown must be
the last overlapping on governance policy decision-making to handling local
affairs. Ministry of Communications and Informatics of the Republic of
Indonesia as a representative of the government or another government institution
must not allow an authoritarian regime to control, abuse, repress, and institutional
centralize on Internet flow. Second, the gridlock between power abuse and
surveillance explains that the Ministry of Communications and Informatics of
the Republic of Indonesia failed to acknowledge the meaning of cybersecurity
principles. It showed that the Ministry of Communications and Informatics of
the Republic of Indonesia did not undertake accountability and blunders, also
spreading catastrophe by attacking people’s rights before and after the Internet
shutdown. It means had considered as sabotage and manipulation figures to
national cybersecurity. Last but not least, enduring connectivity in transitional
justice. In this chapter, the author carries out transitional justice on institutional
reform to take seriously rebuilding human-centric and government-regional
partner approach to the national cybersecurity mission as protect and respect
freedom from digital violations, and vice-versa.
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Conclusion

The purpose of the national government within security-cyber defense
ministries and the private sector could be focused on cooperation engagement to
rebuild again aftermath of West Papua and Papua catastrophe on connectivity in
transitional justice within a human centric approach. Take example, it will be in
enacting legislation, developing risk assessments and policies, imposing regu-
lations and standards, establishing an industrial security operations center,
improving critical system resilience, and responding effectively to cyberattacks
and incidents. Eventually, people’s needs within cybersecurity should be res-
pected and reduce vulnerability to human-centric dimensions, such as freedom
from torture, repression, and deprivation.

However, it should also be remembered that the consequences of the Internet
shutdown in West Papua and Papua in 2019 did not provide a solution to the
human insecurity conflict. In addition, the Ministry of Communication and
Information must also carry out cybersecurity accountability as it should and
must instill respect and obey human rights. Therefore, academics must explore
contemporary conflict studies more curiously, especially cybersecurity, which is
an inseparable component of technology in human rights affairs. Now, academics
must specifically consider the paradox between the stability of security that is
appliedand the meaning of security thatisseized. Most cybersecurity interventions
have the potential to cause repressive conflicts, such as the deadlock between
abuse of power and surveillance. This marks a multifaceted paradox in an
unhealthy cybersecurity sector and raises the possibility uncontrolled surveillance
by the government system that births an authoritarian regime will emerge.
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