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Аннотация: Стратегические приоритеты развития современного российского общества и
обеспечения законности и правопорядка требуют выстраивания эффективного
непрерывного образовательного процесса в вузах системы МВД России. В настоящем
исследовании рассматривается вопрос соблюдения режима секретности в процессе
дистанционного (в формате онлайн) обучения учащихся в вузах системы МВД России.
Актуальность исследования обусловлена масштабами распространения коронавирусной
инфекции и развитием информационно-коммуникационных технологий. В вузах системы
МВД России имеются специальные дисциплины, которые в процессе обучения в
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дистанционном формате требуют соблюдения режима секретности. К данным
дисциплинам относятся оперативно-розыскная деятельность, оперативно-розыскная
психология, делопроизводство и режим секретности и другие. Объектом исследования
выступает образовательный процесс, организуемый в онлайн режиме, в вузах системы
МВД России. Предметом исследования являются способы передачи и обмена
информации в образовательных организациях МВД России в рамках дистанционного
онлайн обучения. В ходе проведенного исследования достигнута цель по обоснованию
необходимых и достаточных мер для оптимальной реализации образовательных
программ высшего образования, профессиональной подготовки и повышения
квалификации сотрудников ОВД в условиях расширения информационного пространства,
коммуникативных возможностей и ограничений, порождаемых пандемией COVID 19.
Автором проведен сравнительный анализ соотношения понятий «дистанционное
обучение (образование)» и «онлайн обучение (образование)». Сделан вывод о
необходимости расширения возможностей ИСОД МВД России и разработке в рамках
данного информационного пространства единого ведомственного цифрового
образовательного портала вузов системы МВД России. Автором предлагается
совершенствование информационного потенциала системы МВД России для возможности
преподавания специальных дисциплин в процессе получения образования в режиме
онлайн.

Ключевые слова:

преподавание , образовательные организации, дистанционное обучение, онлайн
обучение, видео лекции, электронная информационная среда, образовательная среда,
режим секретности, специальные дисциплины, ИСОД МВД России

*Previously published in Russian in the journal Pedagogy and Education.

Introduction

In modern society, educational organizations (institutions) constantly use information
technologies to help and support them. At a particularly unstable time during the pandemic,
we are forced to optimize the methods of organizing continuous training, observing
measures for the non-proliferation of COVID-19 infection, and increasing the intellectual
potential of the internal affairs bodies.

Information technologies play an important role in maintaining a high level of the
educational process. Teachers with an age qualification over 60 are often involved in
academic activities. During a pandemic, this category is more at risk. Restrictions also apply
to students during quarantine when identifying cadets and trainees infected with COVID-19
in training units. At the onset of a peak and extreme epidemic situation, educational
institutions or their individual units are forced to switch to a remote form of education using
online learning.

Departmental universities of Russia’s Ministry of Internal Affairs are also introducing
information and telecommunication technologies in relation to students undergoing
advanced training in various subjects of the Russian Federation on the job. This reduces
both economic and social costs. Police officers combine their official activities with training,
do not leave their places of permanent residence, and do not part with family and loved
ones. Also, resources are not spent on travel payments.
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The system of continuous education for employees of internal affairs bodies assumes
familiarization with information containing state and official secrets. It requires appropriate

access to it and skills in its processing and storage [1, p. 73]. W ithin the framework of the
traditional training system, work with documents requiring special access is carried out in
the special libraries of the Ministry of Internal Affairs’ universities, where preparation for
training sessions in special disciplines is carried out, and notes and notebooks with student
records are stored. In the online learning format, compliance with the secrecy regime when
working with documents requiring special access is almost impossible and is not regulated.
On the other hand, the employee's personal data (especially operational units), including
their external data, voice, etc., also requires protection.

Thus, the organization of distance learning, particularly within the online framework,
requires compliance with the secrecy regime, and its implementation in modern conditions
of the development of information and telecommunication technologies creates many
difficulties, both in the organizational and legal fields.

Research results

The presented research is based on the process approach's provisions in analyzing the
educational process in the online learning format. The personality-developing (practice-
oriented) paradigm forms the basis of educational impact in departmental universities of
Russia’s Ministry of Internal Affairs. As the academic institutions in question fulfill the
social order of society and carry out continuous education of police officers, the author
relied on the methodology of the functionalist approach when developing this topic.

The transfer of educational information in Russia's Ministry of Internal Affairs system
requires compliance with the requirements prescribed to prevent leakage and loss of official
information (compliance with the secrecy regime). The Ministry of Internal Affairs of Russia
has developed and uses special information and telecommunication technologies to
organize the protection and secure transmission of information.

Ensuring the secrecy regime in Russia’s Ministry of Internal Affairs’ educational institutions
is characterized by the presence of several features due to the very specifics of their

activities [2, p. 271]. Distance learning as a form of organization of the educational process
has a fairly long history. The main distinguishing feature of the training format under
consideration is the territorial separation of the learners. Initially, due to the need to
reduce the cost of education and improve the level of employee qualification, it was
supposed to transmit information by mail (printed materials were transmitted), the
implementation of educational programs based on radio and television broadcasting. The
widespread development of information and telecommunication technologies and the
availability of cellular communications created the basis for a new information revolution.
They brought distance learning to a new level through online communications. Asynchronous
distance learning has given way to online synchronous educational processes. Thus, online

learning is today the most accessible and developed form of distance education [3].

In 2020–2021, educational institutions most often used the capabilities of the following
main software products for online learning: Video Most, True Conf Server, and Zoom.

In the process of using these programs, teachers and students aim to conduct training
sessions through webinars and video conferences. Software products used by educational
organizations have been created both in Russia and abroad. So, the Zoom service was
developed by an American communication technology company headquartered in San Jose,
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California. The software product in question allows you to combine a video conference, an

online meeting, a chat, and mobile collaboration within a video call session [4]. The Zoom
service is not included in the Ministry of Communications Register of Russian software,
unlike the VideoMost and True Conf applications. Russia’s Universities of the Ministry of
Internal Affairs cannot use software created by a non-resident company in the educational
process.

VideoMost is a software product by the Russian company Spirit for multipoint video
conferencing for corporate clients on personal computers, tablets, and smartphones. It
includes a mobile messenger, document collaboration tools, a whiteboard, the ability to

conduct voting, and more [5].

The True Conf Server videoconferencing server was created by the eponymous Russian
company True Conf by order of Russia’s Ministry of Internal Affairs. This service works on
W indows and Linux operating systems. True Conf Server software is based on the principles
of scalable video encoding, which is its competitive advantage. This significantly reduces
infrastructure costs and allows the application to adapt easily to each device.

The above software products do not guarantee stable and secure transmission of
information and personal data of video conference participants. The analyzed software
products cannot provide equally high-quality transmission of educational information
throughout Russia, which is unrelated to the stability and speed of the Internet traffic
itself. Therefore, when conducting training sessions through Video Most, True Conf Server,
and Zoom, problems arise for the effective and efficient implementation of online learning.

The preservation and protection of information is an area of research developing extremely
rapidly. The progress of information technology development increasingly causes the need
for information protection. Problems related to information security are becoming more

urgent and complex every year [6, p. 37]. Information technologies have also been widely
introduced in the activities of internal affairs bodies. A huge amount of information rotates
inside the Ministry of Internal Affairs of Russia's system (open, confidential, official,
personal data, state secret). These flows of information are of great interest. They are the
object of close attention and interest for criminal groups, extremist and terrorist
organizations, as well as the mass media, which seek to use them for their own purposes.

Information resources, such as service information and information containing personal
data, are transmitted only through secure communication channels. The procedure for
transmitting information is carried out strictly in accordance with the algorithm (procedure)
approved by departmental regulatory legal acts.

Currently, Russia's Ministry of Internal Affairs uses the information field of the "Unified
System of Information and Analytical Support for the activities of the Ministry of Internal
Affairs of Russia" (hereinafter the ISOD of the Ministry of Internal Affairs of Russia).
Specialists of Russia’s FSB and FSTEC were involved in developing and implementing this

information protection system [7, p. 51].

Departmental universities of Russia’s Ministry of Internal Affairs are recommended to
conduct online distance learning using services included in the Register of Russian software
of the Ministry of Communications of the Russian Federation, i.e., this is Video Most, True
Conf Server or ISOD of the Ministry of Internal Affairs of Russia.

Such information, as confidential information and state secrets, is not transmitted through
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open and unsecured communication channels. This procedure is caused by the need to
comply with the secrecy regime.

Considering the possibilities of conducting online training in educational organizations of
the Ministry of Internal Affairs of Russia, it should be noted that information constituting a
state secret is handled only with the use of special technical means, such as categorized
computers and special removable disks. It is forbidden to transmit this information through
any other communication channels. The procedure determines the use of special services to
transfer it on purpose on paper or using removable media.

Thus, the secrecy regime can be defined as a set of requirements, rules, organizational,
technical, and other measures aimed at preserving information constituting a state secret
[8, p. 20].

It is also not possible to observe the secrecy regime when conducting online training in
educational organizations of Russia’s Ministry of Internal Affairs within the framework of
Russia’s Video Conferencing Service of the Ministry of Internal Affairs (SVKS-m) (hereinafter
SVKS-m ISOD of Russia’s Ministry of Internal Affairs). SVKS-m ISOD of Russia’s Ministry of
Internal Affairs is one of the services of the ISOD system that provides employee
communication using video communication. The service was developed to optimize and
accelerate the process of transmitting and processing information in Russia’s Ministry of
Internal Affairs divisions, including when making and implementing management decisions.

At the present stage, this service allows for operational communication between employees
and departments of Russia's Ministry of Internal Affairs, simplifies procedures, and reduces
travel and transportation costs during regional and federal meetings, conferences, and
seminars, as well as during training using the system of distance educational technologies
(hereinafter SDOT), which significantly increases labor productivity due to accelerated
exchange information in real-time. Unfortunately, SDOT is used in the educational process
only for current Department of Internal Affairs employees, mainly as part of retraining or
advanced training. W ithin the framework of the implementation of educational programs of
vocational training and higher education, the possibilities of the SDOT of Russia’s Ministry
of Internal Affairs are not applied.

The capabilities of the SVKS-m ISOD of Russia's Ministry of Internal Affairs are partially
realized during the organization and holding of scientific and representative events
(scientific and practical conferences, round tables, etc.) by universities of Russia’s Ministry

of Internal Affairs system [9].

It should be recalled that criminal, administrative, civil, or disciplinary liability is provided
for non-compliance with the requirements of the secrecy regime, committed intentionally or
not, resulting in the leakage or loss of confidential information or state secrets.

So, in particular, criminal liability can occur only for those to whom the state secret has
become known within the framework of official activity or, in other cases, provided for by
law. In this case, a citizen who has never been officially admitted to state secrets cannot
be brought to criminal responsibility.

Article 283.1 of the Criminal Code of the Russian Federation provides for liability for illegally
obtaining information constituting a state secret, for example, by kidnapping, deception,
blackmail, coercion, threat of violence, or any other illegal method. They will also be
severely punished if they use a technique designed to secretly obtain information or if

information that constitutes a state secret has fallen outside the Russian Federation [10].
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Conclusion

Thus, the educational process in universities and institutions of Russia’s Ministry of Internal
Affairs during the teaching of special disciplines containing information constituting a state
or official secret cannot be conducted remotely. The lack of information and
telecommunication systems that protect information from its leakage and loss creates great
difficulties in studying special disciplines online at all forms of training and advanced
training in Russia's Ministry of Internal Affairs’ universities.

Consequently, the protection of educational information constituting a state or other legally
protected secret, as well as ensuring the availability of this data in terms of distance and
online learning for the entire circle of people studying at Russia’s Ministry of Internal Affairs
universities, require the creation of an educational portal based on the ISOD of Russia’s
Ministry of Internal Affairs with the following features:

– a special electronic library containing normative legal acts of Russia’s Ministry of Internal
Affairs, educational and special literature requiring special access;

– personal accounts of students, where the necessary educational, methodological, and
other materials are stored, as well as the work they perform within the framework of
mastering competencies in special disciplines;

– personal offices of teachers for working with educational, scientific literature, and
regulatory legal acts requiring special access, as well as for organizing feedback with
students;

– video conferencing service includes the following tools for implementing online meetings
(for performing teacher assignments in a working group), chatting, etc.

– training versions of software products (for example, various accounting registers and
databases used in official activities by police officers);

– various business games, simulators, and software products that allow you to form the
professional skills of police officers, etc.

Thus, compliance with the secrecy regime for Russia’s Ministry of Internal Affairs will always
be the primary measure of information protection. Violation of it may entail negative
consequences for Russia’s Ministry of Internal Affairs system and society as a whole.

Библиография

1. Уголовный кодекс Российской Федерации от 13 июня 1996 г. № 63-ФЗ: [федер.
закон: принят Гос. Думой 24 мая 1996 г.: по состоянию на 15 мая 2022 г.] //
Собрание законодательства РФ. 1996. № 25. Ст. 2954.

2. Сервис СВКС-м системы ИСОД. [Электронный ресурс]. URL: https://clck.ru/rbx8u
(дата обращения: 05.05.2022).

3. Современные информационные технологии в профессиональной деятельности
сотрудников органов внутренних дел / Сост. и отв. ред. С.В. Лемайкиной. – Ростов-
на-Дону: Ростовский юридический институт Министерства внутренних дел
Российской Федерации, 2019. – 76 с.

4. Воробьев А. В., Поваров В. В. Создание системы защиты информации в составе
информационно-технологической инфраструктуры МВД России с учетом её
«облачной архитектуры» // Информационные технологии, связь и защита

10.25136/2409-8736.2023.3.69992 Современное образование, 2023 - 3

6



информации МВД России. 2015. С. 50-52.

5. Дрога А.А., Дрога М.А. Особенности оборота информации, относящейся к
профессиональной тайне, в МВД России // Вестник Омского университета. Серия
«Право». 2017. №2 (51). С. 35-39.

6. Zoom. [Электронный ресурс]. URL: https://ru.wikipedia.org/wiki/Zoom (дата
обращения: 05.05.2022).

7. VideoMost. [Электронный ресурс]. URL: https://ru.wikipedia.org/wiki/VideoMost (дата
обращения: 05.05.2022).

8. Комментарий к Закону РФ от 21 июля 1993 г. № 5485-I «О государственной тайне» /
С.А. Болдырев [и др.]. — Саратов: Ай Пи Эр Медиа, 2012. — 269 c.

9. Зиньковский В. В. Отдельные аспекты соблюдение режима секретности в учебных
заведениях МВД России как неотъемлемая часть учебного процесса // Мир науки,
культуры, образования. 2018. № 5(72). С. 270-272.

10. Ерошенков Н. В. Современные подходы к обучению практических сотрудников и
работников органов внутренних дел, допущенных к государственной тайне //
Проблемы правоохранительной деятельности. 2016. №4. С. 72-75.

Результаты процедуры рецензирования статьи

Рецензия скрыта по просьбе автора

10.25136/2409-8736.2023.3.69992 Современное образование, 2023 - 3

7


	Compliance with the Secrecy Regime During Online Training in Russia’s Ministry of Internal Affairs' Educational Organizations / Соблюдение режима секретности при онлайн обучении в образовательных организациях системы МВД России

