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AHHOTAIUSA

[Ipobnema pacrpocTpaHeHHsI HAPKOTHYESCKUX CPEACTB B MOCIIEIHHUE TOABI CTAHOBHUTCS Bce Oojee m Ooiee
CEPBE3HOM, YeMy CITIOCOOCTBYET COBEPIICHCTBOBAHKE CIIOCOOOB TaKoro pacnpocTpaHenus. C pa3ButneM mudpo-
BBIX TEXHOJIOTHH, COIIMANBHBIX CETeH, caMOi ceTn VIHTepHeT pacTeT YHCio MPecTyIUIeHNH, COBEPIIaeMbIX C HC-
MTOJTF30BAHNEM JAHHBIX TEXHOJOTHHA. B CBSI3M € 3THM aKTyallbHBIM SBISICTCS aHAIH3 CIIOCOOOB M METOJIOB HE3a-
KOHHOTO 000pOTa HApKOTHKOB C MCHOJIb30BaHUEeM ceTn MHTepHeT. B HacTosmiel paboTe mMccienoBaHbl BOIPO-
CBI, CBSI3aHHBIC CO CITOCOOAaMU COBEPICHHS MPOJAKH HAPKOTHYCCKUX CPEICTB, IICUXOTPOIMHBIX BEIICCTB MU UX
aHayoroB B ceTn MuTepHeT. Ppasa «HEe3aKOHHBIH 000POT HAPKOTUKOBY OMPEICIACTCS KaK He3aKOHHAsk TOPTroB-
JIs1, CBSI3aHHAs C BhIpAIIMBAaHUEM, IPOU3BOJICTBOM, PACIPENIEICHUEM U MPOJaKel BEIECTB, KOTOPHIE TOANAIal0T
M0J1 ISCTBHE 3aKOHOB O 3allpeTe Ha HapKOTUKH. [103TOMY, Kak U cle0Bao 0XKHUIaTh, KOHIIETIIH HE3aKOHHOTO
060poTa HAPKOTUKOB B MIHTEpHETE — 3TO MPOCTO aKT y4acTHs B HE3aKOHHOM 000pOTe HApKOTUKOB B VIHTEpHETE.
Lenp uccnenoBaHus: MPOaHAM3UPOBATh OCOOEHHOCTH COBEPIIEHHS PacIpOCTPaHEHUS HAPKOTHKOB B ceTu MH-
tepHeT. [IpuBeneHBI MpUMepHI 3aKPHITHA MOJOOHBIX HHTEPHET-CAlTOB.

KiroueBble cjioBa
KPUMHHOJIOTHYECKUE aCIeKThI, ceTh VHTepHET, HAPKOTUYCCKHUE BEIICCTBA, PACIPOCTPAHCHUE, MPOIaXKH,
JApKHET
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Abstract

The problem of the distribution of narcotic drugs has become more and more serious in recent years, which
is facilitated by the improvement of methods for such distribution. With the development of digital technologies,
social networks, the Internet itself, the number of crimes committed using these technologies is growing. In this
regard, it is relevant to analyze the ways and methods of drug trafficking using the Internet. This paper explores
issues related to the methods of selling narcotic drugs, psychotropic substances or their analogues on the Inter-
net. The phrase “drug trafficking” is defined as the illegal trade involving the cultivation, manufacture, distribu-
tion, and sale of substances that are subject to drug prohibition laws. So, as you might expect, the concept of In-
ternet drug trafficking is simply the act of participating in Internet drug trafficking. The purpose is to analyze the
features of committing the distribution of drugs on the Internet. Examples of the closure of such Internet sites are

given.
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Beenenue

B cratee paccmaTpuBaroTCsi COBpeMEHHOE
COCTOSTHHE€ W TEHACHIINU MPECTYITHOCTH B ce-
pe HE3aKOHHOTO 000pOTa HAPKOTHUECKUX
CPEJICTB, TICHXOTPOITHBIX BEIIECTB WM WX aHa-
JIOTOB, B TOM YHCJIE BJIMSHHUE HA Hee HHpopMa-
MOHHO-KOMMYHUKAIIMOHHOM cetu HTepHET.

Heo0xoaumMo OTMETHTH, YTO Ha TPOTSIKE-
HUM TIOCJIETHUX JIET Bce Ooibine 0bocTpseTcs
BOIMPOC O MPOHUKHOBEHUH NpodeccHoHATEHON
npectynHoctd B cetu Mureprner. P.U. [Ipem-
JIFOTa YKa3bIBaeT, 4TO CeTh MIHTEpHET nomyckaer
HE TOJBKO TpOMaraHxy HapKOTUKOB, HO W CIO-
COOCTBYET KOHCOJMAALMHM PECYPCOB MPECTyII-
HBIX TPYII, CIIOCOOCTBYS CO3JJAHUIO OTPOMHBIX
PBIHKOB 110 OKAa3aHHUIO HEJIETaIbHbIX YCIYT U I0-
JMYYeHUI0 aHOHMMHOTO JIOCTyNla K JIH0OOMY
yrosky 3emHoro mapa [1, c. 37]. Ho Bmecte ¢
TEM HaONIIOJAI0TCA OIpeeNICHHbIE CIIOKHOCTH

MPOTUBOJEHCTBYSI TMPECTYMHOCTH C HCIOIB30-
BaHMEM WH(POKOMMYHHKAIIMOHHBIX TEXHOJIOTUH
(Bximowast cets MaTtepner) [2, c. 324; 3, c. 4].
IL.B. TemisilivH CUUTAET, YTO AKTUBHOE IpPHU-
MeHeHue ceTd MHTepHeT Kak Haubolee HaaexK-
HOT'O U KOHQUICHIMAIBEHOTO criocoba AJis mpu-
00peTeHns U pacIpoCTPaHEHUSI HAPKOTHIECKUX
CPEIICTB SBISIETCS OJHUM W3 HanOOJiee Cephes-
HBIX ()aKTOPOB YXYALICHUS HAPKOCUTYAIIMU KaK
B Poccun, Tak m B 3apyOexHBIX cTpaHax [4,
c. 147]. CnpaBemuBO yKa3bIBaeT Ha ATy CEPb-
e3nyto npobiiemy C.A. JleGene, roBops «o siB-
HOW HErOTOBHOCTH HAIlIEr0 3aKOHOMATeNs WU,
TJIaBHOE, TMPaBOMPHMEHUTENS aleKBaTHO pea-
TUPOBATh HA MPOUCXOISIINE B MHUPE TEXHOJIO-
TUYecKue nepeMens» [5, c. 18].

Pe3yabTaThl HcciIe10BaHUSA

MBI Bce TIpUBBIKaeM K MHUPY, B KOTOPOM B
TOT WJIM MHOW MOMEHT, KOTJla Y BaC BO3HUKAECT
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JKeJTaHWe YTO-TO KyNHTb, Oy/Ib TO HOBAs AW3aii-
Hepckas mapa oOyBH WJIM HOBEUIIIMI TeXHUYE-
CKHIl rajpker, Bbl MOXeTe 3aiitu B MHTepHET u
3a CYMTAHHBIE MUHYTHI KynuTh 3T0. HeynuBu-
TENbHO, YTO IPOCTOTA OHJIAWH-IOCTyIA Paclpo-
CTpPaHsIETCsl HA TOBaphbl, KOTOPBIC HE TaK JIETrajib-
HBI, KaKk HOBas mapa oOyBu. [leiicTBuTenBbHO, 3a
mociieHee jaecatwietne MHTEepHET CcTanm 1wio-
I[aIKON 7151 OHJIAMH-TOPTrOBINA HAPKOTUKAMHU.

B mnacrosiee BpeMss HEKOHTpOIUPYyEMOE
pa3BuTHC  HMH()OPMALMOHHBIX  TEXHOJIOTHH
NPEACTaBIIET CEPbe3HYI0 Yrpo3y Oe3omacHo-
CTU TOCYapCTBa, TAK KaK COMPOBOXKIACTCA aK-
TUBU3AIMEN COBEPIIEHUS IPECTYIIEHUH B pas-
TUYHBIX ob0macTsax. OOHUM U3 TaKMX SIPKUX
MPUMEPOB SIBIIIETCS COBEPILUECHUE MPECTYILIE-
HUHl B cepe He3aKOHHOT0 000pOTa HApKOTHYE-
CKHUX CPEJICTB, IICUXOTPOITHBIX BEIIECTB MU UX
aHAJIOTOB (faliee — HE3aKOHHBIH 000POT HAPKO-
THKOB) TIOCPEJCTBOM HCIOJIh30BaHUSA HH(O-
KOMMYHUKAIIMOHHBIX TEXHOJIOTH, K KOTOPHIM
otHocutca ceTb UuTepHet [3]. B.A. Komokosnb-
LIEB Ha PACIIMPEHHOM 3aCElIaHUU KOJUIETUU
MB/I Poccun akiieHTUpOBal BHUMaHUE HA TOM,
YTO COBPEMEHHBIC WH(OPMAIIMOHHBIC TEXHOJIO-
TUU IIHPOKO MCMOJIb3YIOTCS B HE3aKOHHOM
060poTe HAPKOTHKOB .

TeM, KTO mbITaeTCsA PacHpOCTPAHITH HEJe-
rajbHble HapKOTUKH 4epe3 MHTepHeT, mpuxo-
JUTCSI PEIIaTh PsAJ TEXHUYSCKUX MPOOIeM,
YTOOBI CHAENKH HE MPUBJIEKAIM BHHUMaHUE Mpa-
BOOXPAHUTENbHBIX OpraHoB. YacTo B omepanu-
X T0 HE3aKOHHOMY O0OpOTYy HApKOTHUKOB B
WNHTepHeTe wuCHONB3yIOTCS — 3amudpoBaHHBIC
MPWIOKEHUST JIT OOMEHa COOOIEHUsIMA |
KPUIITOBAJIOTHI, YTOOBI CKPBITH CBOIO HE3aKOH-
HYI0 NESTEIbHOCTh. T€M HE MEHee, B LEJIOM,
HE3aKOHHBIA 000POT HapKOTHKOB B WHTEpHETE
HUYEM HE OTJIMYACTCA U MOPECIEAYETCS TOYHO
TaK ke, KaK ¥ He3aKOHHBII 000pOT HAPKOTHUKOB
B onatine. EnuHCTBEeHHAs pa3HHIIA B TOM, YTO
MECTO CJICJIKA HE Ha yJIHIIEe WIK TI0 TeleoHy, a
yepe3 UHTepHeT.

B Hacrosiiee BpeMst 00IIECTBO CTAHOBUTCS
Bce Oojee 1M(POBBIM, MPECTYIHBIE CETH BCE
OonbIiie W OOJBIE PACIIPOCTPAHSIOTCS B CETH
WNurepHer. HapKoTOpProBubl, aKTHUBHO BOBIIE-

! Beictymnenne Brnanumupa KomnokonbueBa Ha pac-
mupeHHoM 3acenannu koywierun MBJI Poccun // MBJ]
MEJIMA: caiir. 2020. 26 ¢esp. URL: https://mvdme-
dia.ru/news/official/sostoyalos-rasshirennoe-zasedanie-kol-
legii-mvd-rossii/ (zaTa obparmenus: 25.04.2022).

YeHHBIC B KPYITHOMACIITA0HYI0 KOHTpabaHIy U
HE3aKOHHBIH 000pOT HApPKOTHKOB, IOKa3aJiy,
YTO OHU CIIOCOOHBI OBICTPO anaNTHPOBATHCA K
M3MEHSIONUMCSl YCIOBUSM W TEXHUYECKOMY
MIPOTrpeccy, OHW MOTYT H3BJIEYb BHITONY JaXe
OpyU TakUX OOCTOSTENbCTBAX, KaK B MEPUOJ]
maugemMun COVID-19. 3amumieHHasle KaHAIbI
CBsI3H, <<KpI/IHTOTe.He(1)OHI)I>), CKPHUIITOBAJIIOTBI»
u poiHKM TeHeBoro Murtepnera — DarkNet
(ckpbITasi ceTb, KOTOpasi OCHOBHIBAETCSl HA He-
CTaHAAPTHBLIX COCAUHCHUAX U IMPOTOKOJIAX CETHU
WnTepHer, oTnuyaromasics CI0XKHOW Mapuipy-
TU3aIMeN COEAWHEHHS U MHOTOKPATHBIM LIH(]-
poBaHHEeM WH(QOpPMAIUK) — CTAHOBSTCA WJC-
ANBHBIMH HWHCTPYMEHTAMH U  IUIaT)OpPMaMH,
MTO3BOJISIONUME HAPKOTOPTOBIIAM ITPOJI0IKATH,
YKPEIUIATh U PaCIIUPAThE CBOIO AEATENBHOCTD,
CBSI3aHHYIO C HAPKOTHKaMHU.

[To Mepe Toro Kak MaHAEMHUS KOPOHABHPY-
ca pacHpoCTpaHsIIach 10 MUPY, MMapallIeIbHO C
HEll YCKOpHWJIAach CYLIECTBYIOLIAs 3MUIAEMHUS
HapKOMaHWU. B CBOMX TNpenBapUTENbHBIX JaH-
Heix DenepanpHas ciryx0a TOCyIapCTBEHHOMN
CTaTUCTHUKU coo6mnna, YTO CMCPTHOCTH OT IIC-
PEAO3UPOBKU JOCTHIJIa PEKOPIHO BBICOKOIO
YpOBHA 3a 12 MecsileB mocie BBEACHUS Orpa-
HWYCHHUH, CBA3aHHBIX C MaHIeMuel, B Poccum.
C mapra 2020 r. o mapt 2021 r. 65110 3aperu-
crpupoBano nouytd 100 000 cMmepTenbHBIX IHe-
peno3npoBoK (puc. 1).

OcCHOBHasl XapaKTepUCTUKA U CPABHUTENb-
HOE TPEUMYILECTBO PHIHKOB JIApKHETa 3aKIIIo-
YaeTcsl B X OPEII0IaraéMoil aHOHUMHOCTH. B
JOTIOTHEHNE KJIIMEHTY HE HYXXHO MATH B Omac-
HBIE MECTa, IOKYIaTh HAPKOTHKH.

Kak mpaBmino, HapKOTHKH TOCTaBISIOTCS
OOIIIECTBEHHBIMA WJIM YaCTHBIMHA TOYTOBBIMH
cinyx0aMu, TalHO COOOIAeTCA TOKYMAaTeIo
MECTO JJIST HAXOXKISHHS «3aKIIaIKID.

UccnenmoBarenn  mpUBOAAT — pa3iAIHBIE
KJacCU(UKAIlMM ~ yYaCTHUKOB  HE3aKOHHOTO
HApKoOOOPOTa, PeaIu3yIOMIUX CBOIO IPECTYII-
HYI0 NEATENbHOCTh NPHU TIOMOIIU «TEHEBOTO»
Hurepnera [6, c. 138; 7, c. 18]. Ha nam B3rmsz,
YUUTBIBasi COBPEMEHHBIC TEHICHLIMH, 3aKOHO-
MEpPHOCTH M OCOOCHHOCTH COBEpIICHHS YKa-
3aHHBIX MPECTYIUICHUH, CTPYKTypa HE3aKOHHO-
ro HapKOOOOOPOTa MPEACTABISAET COOOW CETh,
KOTOpasi BBITISIANT  CIEAYIONUM  00pazom
(kmaccudukanus IPUBOUTCS MO CTETICHU POITU
yYaCTHHUKA B MpecTyHou rpynme) [3, c. 5].
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Puc. 1. CMepTHOCTB OT TIEPEIO3UPOBOK, CBA3AHHBIX C MaHAaeMuel, ¢ mapta 2020 r. mo mapt 2021 r., B Poccun
Fig. 1. Pandemic-related overdose deaths from March 2020 to March 2021 in Russia

I'paddurumk — MU0, HAHOCSIIEE PUCYHKH
WM HAAMMKCU Ha acdainbTe, 3a0opax, 31aHUsX, B
HoABE3/1aX, HeCcylue NHGOPMALUIO O BO3MOXK-
HBIX MECTax MPHOOPETEHUS 3ampelIeHHBIX Be-
mecTB (HOMepa ¢ KOHTaKTaMH MarasuHa, pac-
NPOCTPAHSAIONIET0 HAPKOTUUECKHE CPEJCTBA,
MCUXOTPOTIHBIC BEINECTBA MM WX AHAJOTH, a
TaK)Ke UX Pa3HOBUIHOCTH).

3akmaguuK («KJIaaMdIH») — JUIO, Pacrpo-
CTpaHSIOIINE HAPKOTUIECKHE CPEICTBA, IICUXO0-
TPOTIHBIC BEIIECTBA WJIM MX aHAJOTU IO yCTa-
HOBJICHHBIM aJIpecaM JIOCTaBKH, IOJIydYarolee
3a JTAaHHYIO JCATEIIHOCTh OIUIATY B 3aBHCHUMO-
CTH OT 00beMa BBIITOJTHEHHOW pabOoTHI.

JKCIEeAUTOp — JIMIO, OCYIIECTBISIONIEE
MEPEBO3KH HAPKOTUYECCKUX CPEJCTB, TCHXO-
TPOMHBIX BENIECTB WJIM WX AHAJOTOB J0 MyHK-
TOB UX Ha3HAYCHUS.

Hucneruep — muro, dopmupyroiee 0asy
JIAHHBIX JIUI], YIOTPEOISIONUX HAPKOTHICCKHE
CpeacTBa, ICHUXOTPOIIHLIC BEIIECTBA WM HX
AHAJIOTH, B LCIIAX MOAACPKAaHHUA C HUMU CBA3U
JUISE COOOIIEHUSI UM KOOPJAWHAT MECTOHAXOXK-
JICHUSI HAPKOTUYIECKUX CPEJCTB, ICHXOTPOIHBIX
BEIICCTB WJIM UX aHAJIOTOB M CIOco0a MX MOJy-
YeHUSI.

OnepaTtop «CKjiaga» — IUIO, OCYIIECTB-
Jasiroriee QYHKIMH 10 COXPAHCHUIO HAPKOTHYE-
CKHX CPCACTB, NCUXOTPOIMHBIX BCIISCCTB UJIN UX
AQHAJIOTOB B TIOMEMICHWH (KBapTHUPE), HCIIONb-
3yeMOM KakK CKIIaJI.

Kaccup — nuno, npousBojsiiiee AeHEKHbIC
omepaluy MpHU OCYIIECTBICHUH HE3aKOHHBIX
CHIETIOK C HApKOTUYCCKUMH CpPEACTBAMH, TICHU-
XOTPOITHBIMU BEIIECTBAMHU U WX aHAIOTaMH, a
TaKXe pacyeT C JUIAMH, YIaCTBYIOIIUMHU B HX
OpraHu3aluy, MPH MOMOIM IJIATEKHBIX CHC-
TeM, OAaHKOBCKHX CUCTOB H T. 1.

BepOoBmuk (oneparop) — JIMIO, OCYIIECT-
BISIOIICE «PEKPYTHUHT» KaJapoOB Ha BBINICYKa-
3aHHBIC BAKAHCUH B CTPYKTYpe HE3aKOHHOTO
HapKoOoOOpOTa, BKIHOYANOMUN cOop uHDOpMa-
UM O JaHHBIX JIMIaX ¥ B3UMAaHUE C HUX 3aJI0Ta
(B ciywae ero Hajw4usi), a TaKXKe PACCHUIKY
SMS-coobmeHuit Tu00 IEKTPOHHBIX MMHCEM C
MpeUIOKEHNEM HeJleralbHOro 3apaloTka ¢
MIPUMEHECHUEM Pa3IMYHBIX COBPEMEHHBIX Map-
KETUHTOBBIX MPHEMOB M METOJIOB TMCHXOJIOTH-
YECKOT'0 BO3JEHCTBUSI.

Opranuzatop (KOOpPAWHATOp) — JIMLO, KO-
OpJMHUPYIOIEE JesITENbHOCTh BCEX YYaCTHH-
KOB HE3aKOHHOI'0 HApKOOOPOTa, MPUHUMAIOIIEE
pelieHrsT O TMONXyYeHHH (IIPOM3BOJCTBE, H3TO-
TOBJIGHWH, TPHOOPETEHNH), paclpeneIeHnH,
(hacoBKe HAPKOTUYECKUX CPEJNICTB, TICUXOTPOII-
HBIX BEINECTB WJIM WX aHAJIOTOB, a TaKXe pac-
NpeIeTICHNN JICHEXKHBIX CPEJICTB MEXKIy ydacT-
HUKaMH HE3aKOHHOT'O 000pOTa HAPKOTHUKOB.

Takpe calThl CyIIECTBYIOT B «TEHEBOW»
obOmactu cetu VHTepHET, AOCTYm K KOTOPOH
OCYILIECTBIISIETCST Yepe3 CIeIMaIbHbI Opay3ep
o Ha3BaunueM Tor (puc. 2).
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Hanpasnser 3anpoc
yepe3 MHTepHET COBITYNKY

IoaTBepxaaeT omnary
«3aAKITATKI»

[Tosnyuaer oTBeT
C HOMEPOM

Ionyuaer agpec mecra

XpaHCHUS «3aKJIaIKu»

OmnauuBaet (QIWI,
SAunnexc.lensru, PayPal

3abupaer

HapKOTUKHU

Puc. 2. Cxema pacnpocTpaHeHHs HApKOTUKOB B ceTH MHTEepHET

Fig. 2. Scheme of distribution of drugs on the Internet

Tor mpemiaraer JONMOJHUTENBFHBIE YPOBHU
KOH(GUACHIMAIBHOCTH,  CKpbiBas  IP-aapec
nojib3oBatTeNs u mudpys uHGopmammo. Ho
CaMH PBIHKH BBITJISIAAT KaK CTaHJAPTHBIE CAUTHI
JJIEKTPOHHON KOMMEpIMH, TONHbBIe (oTorpa-
(uii, OT3BIBOB KIIMEHTOB M CIHCKOB HE TOJBKO
HapKOTHKOB, TAKHX KaK KOKauH M Metamdera-
MHUH, HO ¥ TOTO, YTO IPOJAABLBI yTBEPKAAIOT,
YTO 9TO PEIENTYpHbIC TpernapaTrhl U3BECTHBIX
MapoK.

Tak ’xe HEKOTOpble HHTEPHET-KOMIIAaHUU
PEKJIIAaMUPYIOT, YTO OHU MOTYT TPEIOCTaBIATH
JekapcTBa Mo penenty 0e3 peuenrta. Tak, Ha-
npuMep, OBE MHTEPHET-alTeKd B baHrkoke u
onHa B Yuanrmae, Taunann, ObUIM 3aKpBITHI B
nepuoa ¢ HosOpsa 1999 r. mo suBaps 2000 r.
nocie peUsoB TaillCKUX BIAcTel NpU TECHOM
COTPYZAHUYECTBE C YIpaBlieHHEM 10 OOpbOe C
HapkotukamMu CIIA. DTu antexku OTIpaBiIsIU
MOCBUIKM ¢ JiekapcTBamu rpaxaanam CIIA, B
TOM 4YHCJIE MHOTUM HapKOMaHaM, KOTOpbIE HE
MOTJIM TIOJYYUTh PpElenT OT aMEPUKAHCKHX
Bpayeil.

3noynoTpebiaeHre HapKOTUKAMH B Pa3HbIX
cTpaHaxX OOYCIIOBIEHO HECKONBKHMH (haKkTopa-
MH: JOCTYIHOCTBIO, TUIOXUM PeryJMpOBaHUEM
W HEITHUYHBIMU TipakTHKamu (puc. 3). C apyroit
CTOPOHBI, B Pa3BUBAIOLIEMCS MUPE HE XBaTaeT
CTOJIb HEOOXOJMMBIX HapKOTHYECKUX CPEICTB
JUTSL 32aKOHHBIX MEJUIMHCKUX 1IeJIeH, HallpuMep,
Takux Kak 00e300JIMBaloIue.

B EBporie pacteT AOCTYNHOCTh HapKOTH-
KOB U 370YNOTpeOJieHHe CUHTETUYeCKUMH Hap-

KOTHKaMU W KOKamHOM. EBpoma ocraercst oc-
HOBHBIM HCTOYHUKOM HE3aKOHHOTO IPOU3BOJI-
cTBa aM(eTaMUHOB M CTUMYJISITOPOB amdera-
MHHOBOTO psiia, OCOOEHHO DKCTa3W, JJIST BCETO
MUpa.

Takue «TeHEBBIC» PBIHKH CO3MAIOT WILTIO-
3UI0 TOTO, HAa 9TO BBl CMOTpHTE. BaM mpemro-
JlaraeTcsi, 9To 3To 0e300WIaHBIC TperapaTsl, U
OHHM TIPOTECTHPOBAHBI CIICIUAIIMCTAMK, HO Ha
caMOM JieJie OHU OYeHb omacHbl. HeT Hukakux
CITCIIMATBHBIX TIPOBEPOK MITH TECTHPOBAHMS.

Hanpumep, ¢entanun — MOIIHBIA U omac-
HbIIl CHUHTETUYECKUU OMHUOUZ, KOTOPHIA B Ha-
cTosIIee BpeMs MPUCYTCTBYET BO MHOTHX Hap-
KOTHKAaX, a TaK)Ke MUCIOJIb3YETCS B OOJIBITMHCT-
Be 00e3001uBarOIUX Ta0JETOK, HEIeraabHO
pojiaBaeMbIX B ceTH MHTEpHET.

Penientyprble mpemapaThl M, KOHEYHO,
00e30oMBaroIme, CoJiepKaIue OMUOUIBI, MO-
TYyT BBI3BaTh INEPEIO3UPOBKY U CMEpPTh, HO
JIOKHBIC TaOJIETKH, COAEPIKAIIUEC HEHU3BECTHOC
KOJIMYECTBO (DeHTaHWIIA, TIPEACTABISAIOT eIle
OONBIINN PUCK CMEPTHOCTH.

Ognaxo caiiter DarkNet — 510 HE equHCT-
BEHHBIA UCTOYHUK TOPTrOBJIM HAPKOTUKAMH, KO-
Topast ObICTPO TepeMeniaeTcs B OHJaiH. XOTs
«TeMHasi CeTh» U 00eCIeYMBACT CEKPETHOCTb,
HEOOXOIUMYIO IS TOPrOBJIM HE3aKOHHBIMHU
HApKOTHKaMH, HO HEKOTOPBIE CMEIbIe TOPTOB-
I[bI HE3aKOHHBIMH HApPKOTUKAMH BEAYT CBOIO
TOpProBiit0 B unctor CeTH, peKiiaMupysi CBOKO
MPOAYKIHIO dYepe3 TUATGOPMBI COIHATBHBIX
ceTel.
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Fig. 3. Reasons for excessive drug use

Hecmotps Ha TO, uro Opay3epbl DarkNet,
3amu(poBaHHBIE TPUIIOKEHUS U HCIIOJIb30Ba-
HUE «KPHUITOBAIIOTY» YCIOXKHSIOT pacciie/ioBa-
HUE, OpPTaHbl HAPKOKOHTPOJS OTMEYaloT, YTO
UM yIOacTCsa HaWTH YA3BUMOCTE B KPUMHWHOJIO-
TUYECKHX paccienoBaHusX: «Mbl JOOMIHCH OT-
POMHOTO ycrexa KakK B BBISSBICHHU TOPTOBBIX
TUTOIA/IOK, TaK aJIMUHACTPATOPOB U MPOABIIOB
B IIPUBJICYEHUH MX K OTBETCTBEHHOCTH .

[lepBBlil KpyNHBIM HE3aKOHHBIM OHIAMH-
pBIHOK HapkoTUKOB, Silk Road, Obu1 3amyIieH B
2011 r. Ha MOMEHT ero 3akphITHS MPaBOOXpa-
HuTeNnbHbIME opraHamu CoenuHeHHbIX [1ITatoB
(CIIA) B 2013 1. Ha 3TOM caifTe €XETOqHO CO-
BEpIIATIMCH TPAH3AKIMK HA CyMMY OKOJIO 15 MITH
nomnapoB. C Tex mop ero 3aMEeHUIN HECKOJIBKO
JIPYTHX TOPTOBBIX IJIOMIAIOK, BKiItoyas Dream
Market, White House Market, Cannazon u Dark
Fox Market.

Kak u B cmyuae c¢ Silk Road, 3tu peiaku
obecreurnBalOT aHOHUMHOCTE TIPOJABIIOB U T10-
KyTaTesied 3a CUeT MCITOb30BaHUS «KPUITOBA-
MOT» 111 00paboTKu TpaH3akmuid. JlocTymHbIe
THUIBI HAPKOTUKOB BKJIIOYAIOT KaHHAOKC, DKCTa-
31, KOKauH, r€éporH, OIMMONAbI 1 HOBBLIC IICUXO-
aKTHUBHBIE BEINECTBA, TAKME KaK CHHTETHYECKUE
KaHHAOWMHOU/IBI M CHHTETUYECKUE KATHHOHBI.

HccnenoBanue B «4UCTOM CETH» MOKA3aJo0,
YTO KaHHAOHWC ObLI HauboJiee pacHpOCTPaHCH-
HBIM THTIOM HApPKOTHKOB, OCTYITHBIX Ha IDIaT-
tdopme (puc. 4). Hekoropwie TpaaulIMOHHBIE

? International network of drug-trafficking infections
disrupted // Eurojust. 2019. 1 February. URL: https:/www.
eurojust.europa.eu/international-drugtrafficking-network-
disrupted (accessed: 26.04.2022).

BEI[ECTBA, TAKUE KaK TEPOMH M KOKaWH, OKa3a-
JIOCh HEMHOT'O CIIOKHEE HAWTH".

Kak u B ciywyae co Bceil opraHuzoBaHHOMN
MPECTYITHOCTBIO, COCPENOTOUCHHE BHUMAHUS
Ha IIOJb30BAaTEIAX HE IOBIMICT HA CXEMBI
KPYIHBIX  OPraHU30BaHHBIX MPECTYIHUKOB.
Uto0Obl HapyIIUTh PadOTy OHJIAHH-TOPTOBIICB U
OTIepek)aTh WX, MPABOOXPAHUTEIHLHBIE OPTaHbI
JIOJKHBI YCUJIUTh CBOM BO3MOKHOCTH IO pac-
CJIEIOBAaHUI0 KUOEPIPECTYIUICHHH KPUMUHOJIO-
TUYECKUX AaCTEeKTOB W HAIEIWBATHCS HA IPO-
JIaBLIOB MX CaliTaxX, M UX IIOCTaBIIUKOB.

3akaoueHne

Takum 00pazoM, CpaBHUTEIHHO HEIaBHEE
MCCIICIOBAHNE HE3aKOHHOI0 000pOTa HAPKOTH-
KOB, TICUXOTPOIIHBIX BELIECTB WU UX AHAJIOTOB
B ceTd MHTEpHET MO3BOJIWIO CAENATHh HEKOTO-
pBIC BBIBOJIBL.

1. Hurepuer-toprosnsa Ha noabeme. Eciau
cynutb no 2013 r., KOIUYECTBO TpaH3aKUUU
HeJIeTaTbHBIX HAPKOTUKOB B cetu MHTEepHeET
YTPOMIIOCH, & JOXOJIbI YABOWINCE.

2. Bce eme HUIIEBBIH PHIHOK (HAa aHTIIHIA-
ckoM “niche market”) — 3T0 Manas gacte Oonee
KpyIHOro pbiHKa. B IHTepHeTe yBenu4mimch
OLIEHKH OOIIIETO A0X0Ja OT HAPKOTHUKOB, B SIHBApE
2021 r. cocraBmsium ot 12 o 21,1 MiH 1oanapos.

3. VHTEepHET-TOPTrOBIS MOXKET MOJIMUTHI-
BaTh o(haitH-ToproBio. OHIIANH-TIOKYTIKH Hap-
KOTHKOB, KakK ITPaBHJIO, COBEPINAIOTCS B OOJb-
IUX KOJMYECTBAaX, YTO YKa3bIBae€T Ha TO, UYTO
TaKHe MPOIAXKU SIBIISTIOTCS ONITOBBIMU CICTIKAMHU.

3 Cybercrime // Eurojust. 2021. https:/www.eurojust.
europa.eu/crime-types-and-cases/crime-types/cybercrime
(accessed: 27.04.2022).
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Fig. 4. Statistics on the more common types of drugs available on Internet platforms

4. CoBpeMeHHbIE TEXHHYECKHue W Ludpo-
Bbl€ TEXHOJIOI'MH, MCIOJIb3yeMbl€ AJISI paclpo-
CTpaHEHUSI HapKOTHKOB HE TOJIBKO 10 IIPUBBIY-
HOW cXeMe HapKOAWJIEPOB, HO U Yepe3 aHOHHM-
Hble MHTEPHET-IUIOMIAJAKH U «MECCEHIKEpPh»,
TPeOYIOT TaKUX YK€ COBPEMEHHBIX MOAXOJ0B K
MPOGUIAKTHUECKUM HAPKOJIOTHUYECKUM Mepo-
MPUATUSIM BCEX YpPOBHEH (MEpONpUATHS Iep-
BUYHOW, BTOPUYHOW M TPETHUYHON MpoQuIak-
tukn) [8, c. 114].

JlaHHBIE CBUAETENBCTBYIOT O TOM, YTO OH-
JaiH-TIPOAABIILI, Pa0OTAOIINe 3a Tpe/enaMu
Poccuu, uMeroT HanOOJBIIYIO JOMI0 PhIHKA He-
3aKOHHOHM OHJIAHH-TOPTOBIIM HAPKOTHKAMHU.

MoOXHO clenaTh BBIBOJ, YTO HE3aKOHHBIH
000pOT HAPKOTHUKOB B ceTH VIHTEepHET sBIIseTCs
€CTECTBEHHBIM ITPOJIOJLKEHUEM HCIIOIB30BaHUS
WnTepHera BO BceX acHeKTax Halleidl XHU3HH.
Bonee Toro, ciaeayer mpoBecTH mapauiellb Me-
XKy paclpoCTpaHEHHEM HAPKOTHYECKHX Be-
iecTB U (PMHAHCUPOBAHNUEM 3KCTPEMHUCTCKON U
TEepPOPUCTHUECKOI nesTensHocTH [9, c. 238].

OpnHako, 0€3yClIOBHO, BeaeTcs OoJbIas
pabota mo 60prde C HAPKOIPECTYITHOCTHIO, OC-
HOBHBIMH HAIPAaBICHUSIMU KOTOPOH SIBIISIOTCS
JMKBUIIAIMS CETEBBIX CXeM COBITa HE3aKOHHBIX

CHHCOK HCTOYHHKOB

HapKOTHKOB, OJIOKMPOBaHHME KaHAJIOB MOCTABOK
HApPKOTHUKOB HM3-3a pyOeka M IMOJAPBIB MaTEpH-
anbHOM 0a3bl HapkoOu3Heca. [Tomumo mpouero,
COTPYIHUKH TPABOOXPAHUTEIbHBIX OPIraHOB
coBMecTHO ¢ PockomHam30poM MpoBOAST MO-
HUTOPUHT ceTu MHTEepHET Ha NMpeaMeT BhISBIIC-
HUS U OJNOKMPOBKH CaiTOB, MpoOMaraHAUpyIO-
X YHOTpeOJIeHne HApPKOTHKOB, TCHXOTPOII-
HBIX BEIECTB WJIH HX aHAJIOTOB, PaclpocTpa-
HEHUE 3alPEIICHHBIX HAPKOTUKOB.

K coxanenuto, mpuHUMaeMbIX Mep mpodu-
JAKTUKU TI0 TMPEAYNPEKACHUIO HAPKOMPECTYII-
HOCTH, B TOM YHCJIE ITOCPEACTBOM HCIIOJIb30Ba-
HUAS WH(OOKOMMYHHUKAIIMOHHBIX TEXHOJOTHH,
HEZ0CTaTOYHO.

B mensix mpenoTBpailieHus pacripocTpaHe-
HUS JAHHBIX ()aKTOB HEOOXOAMMO pa3paboTaTh
YETKUN allTOPUTM JEHCTBUM MO UX BBISBICHUIO,
pazpaboTaTth MpaBOBBIE W OPraHU3aIMOHHO-
TEXHUYECKUE MEXaHM3MBI OOpPHOBI C JTaHHBIM
HaIpaBJI€HHEM, TTOBBICUTH OTBETCTBEHHOCTH 32
pasMenieHne B ceTH VIHTEpHET MaTepHanoB,
MPOTIATaHUPYIONINX HCIOJIb30BaHKUE 3ampe-
IICHHBIX BEIIECTB WM HE3aKOHHBIH 000pOT
HApPKOTHKOB.

1. Hpemnioca P.H. HezakoHHBIH 000pOT HapKOTHKOB B Darknet: yrpo3sl 1 BBI30BBI paBooxpanuteo // Hap-
KOKOHTpOJIb. 2017. Ne 2 (47). C. 37-40. DOI 10.18572/2072-4160-2017-2-37-40
2. Kysuna JI.C. He3zakoHHBII 000poT HapkOoTHKOB B ceTu VHTepHeT // BecTHuk BopoHekckoro mHCTHTYyTa

MB/JI Poccun. 2020. Ne 2. C. 323-328.
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